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Executive Summary

The Internet is a media that is used by everyone, and children are at risk, they start using it at an early age. 
Children get bullied and intimidated by other children or even become victims of paedophiles on the Internet. Human traffickers are more and more pretending to be someone else on the Internet in order to come in contact with young and naïve children to lure them into prostitution. 

Young children (9-10 year olds) use the Internet mostly for playing games, on average, three to four times a week, whereas older children (12-14 year olds) are online on a daily basis. The presence of an older person, personal computer and school computers influence the intensity. An older person can set up a time limit for the child using the computer, however a personal computer makes it easy for the child to use it as long as the child wants to and children do not prefer to use school computers, because they can only use it for school work, teachers strictly supervise and monitor them, a lot of websites are blocked, the Internet connection is very slow and most of the time there are not enough computers available. Children use the Internet for recreational purposes and the older they get, the more purposes for using the Internet are added and thus the frequency increases.

Reliability of information found on the internet, potentially shocking content, potentially dangerous contacts, bullying, deceit as to the free nature of services or goods and illegal downloading are the risks of Internet for children. Internet can also cause health problems such as obesity or anorexia. Anorexia is promoted on many ‘pro-ana’ (short for pro anorexia) web sites that can be visited by everyone. Obesity can be caused by spending more time sitting and eating behind the computer instead of exercising. Children think that that can deal with any problem, but studies show that they sometimes still get disturbed by certain things online.

The EU, the governments, the industry, non-profit organisations, educational institutes and parents are all involved in protecting children against the dangers of Internet. There are many policies for a safer Internet and all stakeholders are still trying to improve the policies or design new ones. Teachers are not specialised enough to teach children how to use Internet in a safer way and some parents admit to falling behind when it comes to guiding their children. Approximately one third of the parents do not have any or sufficient control on their children using the Internet.

There is a necessity to provide information and education on safer Internet to parents, children and teachers. Informative sessions should be organised and promoted for all groups. Children should be warned about information that can be found on the Internet. They should know the distinction between deliberate trickery and lies on the one hand and inaccuracy of data on the other hand. Also, it is very important that parents create a strong bond with their children, so that if something disturbing or risky happens while using the Internet they feel free to tell their parents about it.
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1 Introduction
All prior generations had little to do with the computer, however this is not the case anymore, the current generation starts learning how to use the Internet at a young age. It is used for almost everything: homework, playing games, keeping in touch with friends, etc. However, there are a lot of dangers that can be linked to the Internet and it is difficult for children to recognize them and know how to deal with them. This is becoming a worldwide problem that does not have one simple solution. None of the existing solutions are 100% danger proof. Therefore, I have studied the dangers children encounter while using the Internet and the ways to protect them. 

I have conducted desk research, using several studies of the European Commission, Mijn Kind Online and published articles to find the answers to my questions: ‘Children online. The dangers they encounter and the ways to protect them.’ These are: “Safer Internet For Children, qualitive study in 29 European countries”, “Towards a safer use of the Internet for children in the EU – a parents’ perspective”, “Safer Internet For Children, qualitive study in 29 European countries, National Analysis: The Netherlands” and “Klik en Klaar, een onderzoek naar surfgedrag en usability bij kinderen”. The studies of the EC contain open interviews with children and parents. I will make a distinction between the EU and the Netherlands.

The Research question:

How (un)safe is the Internet for children at the age of 9-14 years?

In order to be able to answer this question, the intensity, motives and dangers of the Internet for children, the Internet activities of children and the policies of the organisations protecting children against the dangers of Internet will be outlined.
Firstly, in the next chapter, I will answer the question: Why and how do children use the Internet?

I will describe the Intensity and motives of Internet use of children in the EU and in the Netherlands.

 Secondly, in chapter 3, I will give an answer to the question: What are the exact dangers of Internet use by children and how serious are they? This chapter will contain an overview of risks, children’s perception of risks, the risks and dangers they spontaneously mentioned, risky applications, possible harmful effects of Internet use and Dutch children and Hyves.

The sub question of chapter 4 is ‘Which organisations are involved in protecting children against the dangers of Internet and what are their policies?’ I will discuss the policies and measures taken by the EU, governments, the industry, non-profit organisations, educational institutes and parents for a safer Internet. Finally, in the last chapter I will answer the question: How strong is the guidance by parents and which measures can they take to protect children online? Here, I will emphasize the important facts of this research, how strong the dangers are for children, how strong the guidance of the parents is and I will give my recommendation as a conclusion. 
Throughout the thesis I will make a distinction between two age groups. Mostly I will refer to them as the youngest and oldest age group. In the youngest age group are children of 9-10 years old and in the oldest age group the children are between 12-14 years old. Also, it will be clear whether they are boys or girls.
2 Motives and intensity of use

The intensity of use

According to a qualitative study conducted by CJP in 2005, the Internet is becoming more and more important for young people living in Europe. That is not so surprising, but what is surprising is that according to this study ‘ traditional mass media (television, newspaper etc.) is losing its popularity’ (CJP onderzocht het mediagebruik van jongeren: alleen Internet telt, 2005).

According to these young people the advantage of the Internet is that it combines the appealing elements of various media; it is always available (24x7), you can search for information, you can find entertainment on it, you can meet friends and you can present yourself. However, the most important advantage of the Internet is that it is interactive. The user decides what to search for. Unlike the Internet, mass media is not capable of activating the youth; mass media is solely a ‘warm-up’ (CJP onderzocht het mediagebruik van jongeren: alleen Internet telt, 2005)

Children learn how to use the Internet by self education; as it is very easy for them to learn how to use it. At school children primarily learn the basics of the Internet. (European Commission, 2007 a, page 14)

Children were also asked how many times a week they spend online. The answers varied according to age.

How many times a week children spend online 
	
	Boys 9-10
	Girls 9-10
	Boys 12-14
	Girls 12-14

	Frequency
	Three to four times a week
	Every day (most often at the end of the day when they come home from school and, in theory, after finishing their homework)

	Duration
	Between half an hour and an hour
	Sessions of two or three hours


(European Commission, 2007 a, page 16)
 Children between the ages of 9-10 years old answered the question with “three or four times a week” (European Commission, 2007a, page 16) this group was the youngest one. The group of children between the ages of 12-14 years old is online on a daily basis, that is when they get home from school and when they have finished their homework (European Commission, 2007a, page 16). During the weekends and the holiday periods children are either online continuously, this because they have nothing to do, they are bored, the weather outside forces them to stay in etc. or they are less online due to sports, other activities, playing games outside etc. (European Commission, 2007a, page 16).

As far as connection time is concerned, the qualitative study showed that it did not matter from which country the children were from; children in the same age group, with the same sex living in Europe gave more or less similar answers. The connection time of half an hour to an hour online, which is the minimum connection time, applies mostly to 9-10 year girls. However, some boys of the same age group stay online for a longer period of time, because they are more devoted to playing games as well as some girls who are addicted to instant messaging and chatting; these children spend more than one hour online (European Commission, 2007a, page 16).

The age group of 12-14 year olds is frequently on the Internet; spending two to three hours online. Compared to the age group of 9-10 year olds this group has been given less restriction by their parents and they are less obedient. This group also uses the Internet for more than just chatting with friends; they visit websites, download music, check and send e-mails etc. (European Commission, 2007a, page 16). 

Some of the interviewed children admitted being addicted to the Internet; they spend three to five hours and sometimes even more time on the Internet on a daily basis. They mostly play games online (especially the boys) or use instant messaging and chatting (especially the girls). This primarily counts for those who have broadband connection and are connected “all the time” (European Commission, 2007a, page 16).

The intensity of use is also determined by the following:

· The presence of an older person, being one or both of the parents or someone else like a brother or sister who also use the Internet is important for the intensity of use. This because a child gets a time limit for using the computer and an older person benefits from the fact that they have more rights to use the Internet.

· The personal computer is also important to remember whether a child has its own computer with an Internet connection or whether they share a family computer. 
· School computers are not preferred to use by children for many reasons; sometimes they are not allowed to use the computers when they wish (between or after classes) and when they can use them it is only for schoolwork. In addition teachers strictly supervise and monitor them. A lot of websites are blocked, the Internet connection is very slow and most of the time there are not enough computers available.

 (European Commission, 2007a, pages 6 and 16-17)

Additionally, when examining the children with their own computer several aspects according to age categories and country are clearly visible. The older the children have more computer/Internet equipment. The younger children who have the least of computer/Internet equipment and they are from Belgium, Estonia, Finland, France, Hungary, Iceland, Slovakia, Slovenia, Sweden and the United Kingdom. However, the boys in the age category 12-14 year olds from Iceland, Slovakia and Slovenia are well equipped. Finally, the children with the best of computer/Internet equipment live in Austria, Bulgaria, Cyprus, the Czech Republic, Germany, Greece, Italy, Latvia, Luxembourg, Malta, Poland, Portugal and Romania (European Commission, 2007a, page 17).

The EU countries and how well equipped they are 

	Not well equipped
	Well equipped

	Belgium

Estonia

Finland

France

Hungary

*Iceland

*Slovakia

*Slovenia

Sweden

The United Kingdom

*With exception of boys in the age category 12-14 years old.
	Austria

Bulgaria

Cyprus

The Czech Republic

Germany

Greece

Italy

Latvia

Luxembourg

Malta

Poland

Portugal

Romania


(European Commission, 2007a, page 17)

In conclusion, the children who are regular users of the Internet become more regular users when they get older. Most of the time and to a large extent children use the Internet at home. In addition, there are family rules when it comes to how often and how long a child can be connected on the Internet and the younger these children are, the better they obey to these rules (European Commission, 2007a, page 17).

2.1 Motives

The Internet is being used for entertainment, communication, exposure, transaction and looking for information. In the table below one can see which activities and applications are used more by children on Internet. The children are divided in sex and age groups. 
++
Very often

+
Often

+-
Not very often, occasional

·  Almost never

Internet applications and activities
	Applications / Activities
	Boys

9-10
	Girls

9-10
	Boys

12-14
	Girls 

12-14

	Searching for information for schoolwork
	++
	++


	+
	++

	Searching for information on interesting subjects / surfing for fun
	++
	++
	+
	+

	Playing games online
	++
	++
	++
	+

	Sending and receiving e-mails
	+-
	+
	++
	++

	Using instant messaging (such as MSN) / chatting with friends
	+-
	++
	+
	++

	Creating my own blog / homepage and posting my texts, photos (and/or) music on the Internet
	+-
	+-
	+
	++

	Reading and responding to friends’ blogs / homepages
	+-
	+-
	+
	++

	Downloading music, films, video, games or other files
	+-
	+-
	++
	+

	Sharing files (music, video, games or others)
	+-
	+-
	+-
	+-

	Sharing photos
	+-
	+-
	+-
	+-

	Reading and responding to blogs / homepages of an unknown person
	-
	-
	-
	-

	Engaging in open chatrooms
	-
	-
	-
	-

	Taking part in competition
	-
	-
	-
	-

	Making phone calls through the Internet.
	-
	-
	-
	-


(European Commission, 2007a, page 22-25)

When asked for what purpose the children use the Internet, they all (no matter age or sex) gave the same two answers; 

1. playing games online

2. surfing for fun or searching for information on subjects that interest them

Playing games online is more or less the key for children to enter the world of the Internet. Boys continue playing games most of the of their connection time even when they get older. The girls however play less games online and switch their attention to instant messaging and chatting when they mature. Surfing for fun or searching for information on subjects that interests them: without any doubt, this is the most extensive use, no matter the age or sex. However, the children in the older age group do not do this as much as they used to when they were younger (European Commission, 2007a, page 22-23). Thus, it is clear that children use the Internet for recreational purposes and the older they get, the more purposes for using the Internet are added and the more the frequency increases. Also, no matter the age, compared to boys, girls use the Internet for more diverse purposes (European Commission, 2007a, page 24-25).

2.2 Internet use of Dutch children

In the table below one can see which activities and applications are used more by Dutch children on Internet. These children are also divided in sex and age groups.
Dutch children and Internet applications and activities
	Internet application used
	Boys 9-10
	Girls 9-10
	Boys 

12-14
	Girls 

12-14
	Total

	Searching for information as a part of school work
	4*/0**
	8/2
	4/1
	8/0
	24/3

	Surfing for fun/searching information on interesting subject
	8/1
	8/4
	8/5
	8/1
	32/11

	Sending and receiving e-mails
	5/2
	8/4
	6/3
	8/0
	27/9

	Using instant messaging (MSN) / chatting with friends
	6/2
	8/6
	8/7
	8/8
	30/23

	Engage in open chat rooms
	1/1
	1/0
	0/0
	1/0
	

	Creating an own weblog / homepage and posting texts, photos, music on the Internet
	1/0
	3/0
	6/1
	8/7
	18/8

	Reading and responding to friends’ blogs / homepages
	3/0
	7/0
	6/1
	8/0
	22/1

	Reading and responding to blogs / homepages of an unknown person
	1/0
	1/0
	1/0
	3/0
	6/0

	Playing games online
	8/6
	8/5
	6/5
	4/0
	26/16

	Downloading music, films, video, games or other files
	7/4
	6/2
	7/5
	8/7
	28/18

	Sharing files (music, video, games or others)
	3/1
	2/1
	5/0
	8/1
	18/3

	Sharing photos
	1/1
	6/1
	4/0
	8/1
	19/3

	Downloading ringtones / images for the mobile phones
	1/1
	3/1
	1/0
	0/0
	5/2

	Taking part in competition
	3/0
	2/0
	4/1
	0/0
	9/1

	Making phone calls through the Internet.
	2/1
	0/0
	2/1
	1/0
	5/2

	Total 
	54/20
	71/26
	68/30
	81/25
	272/101


* applications used / ** applications used most frequently

(European Commission, 2007b, page 9).

· Most frequently used Internet applications are MSN, surfing for fun, downloading files, playing games online and sending e-mails

· Applications used by many (and not most frequent) involve creating one’s own weblog, reading and responding to friends’ blogs, sharing files and photos and searching the Internet for school work

· Least used Internet applications involve: ‘engaging in open chat rooms’, ‘responding to unknown blogs’, ‘downloading ringtone’, ‘taking part in competitions’ and ‘making calls through the Internet.’

Location

When Dutch children were asked at what location they mostly use the Internet their answer was that they mainly use it at home. Sometimes there is more than one computer in a household and older children often have their own computer, therefore they do not have to share a computer with other family members and this can lead to a higher usage of the Internet. Schools also provide the children the possibility to use a computer, but as explained (on page 4) before children are not in favour of using school computers (European Commission, 2007b, page 6).

Connection time

The Dutch children were asked about the time they spend on the Internet when they go online; the answers varied from half an hour to non-stop. The connection time depends on a number of aspects :

1. Sharing a computer with other family members results in not being able to use the Internet as long as one wants to. Also, children with their own personal computer mostly leave the computers on all the time, even when they are busy doing something else. The Internet is the used as a break from what one was doing, for example homework; this way one can stay available for any contact via Internet with friends. This answer was mostly given by the girls in the older age group (12-14). 

2. In addition, when these children have Internet access through a broadband connection at a fixed price per month, it contributes to staying online all the time. 

3. Some children can only stay online a certain amount of time, because of their parents’ concerns (health reasons), as a form of punishment or because the child has other obligations (homework, sports, chores etc.) (European Commission, 2007b, page 7-8). 

On the whole, Dutch children feel a certain amount of freedom when it comes to using the Internet; more so than restrictions. Some children understand their parents when they check the history of their activities and other invasions of their privacy for example their e-mails and instant messages. (European Commission, 2007b, page 7-8). 

Sites

Dutch children were asked which websites they visit the most. The answers are in the graphic below.

The 15 most popular websites visited by Dutch children
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(Mijn Kind Online, 2008a, page 13)

What these sites offer:

· Spele.nl: 85% of the children visit this website, this is by far the most popular website amongst children. It offers all sorts of games. 

· Google.nl: is a search engine.

· Youtube.com: everyone can use this website to watch or post a (short) film. 

· Nickelodeon.nl: primarily targets children between 6-12 years and offers games, contests, magazines, weblog, online TV. 

· Jetix.nl: this site is part of the broadcast channel; it provides online games, offers information on Jetix TV programmes and online TV.

· Hyves.nl: is a profile website.

· Habbo.nl: is an interactive website in a hotel environment, where children can create their own hotel room and invite others to visit them.

· Donaldduck.nl: offers comic strip stories, jokes and games. 

· Runescape.com: this is an interactive game website on which multiple players (even some 100 at the same time) can play the game. 

· Jeugdjournaal.nl: is a website that offers the news in a simple children’s language. This websites receives 10000 visitors a day. 

· Kindertent.nl: this website is for children between the age of  9-15. They can create their own website, chat with others and exchange messages via a forum. 

· Kennisnet.nl: this is an educative website for children of all school levels and also for teachers. 

· Zappelin.nl: this TV show’s website for children younger than 12 provides information about TV programmes offered by the public broadcasting companies, weblogs, video chats and games.

· Kidsplanet.nl: this is an educational and fun website for children younger than 11 years old.

· Kaboem.nl: On this website (meant for mostly 12-16) children can create an own profile site where they can post messages, pictures, news, etc.

(Mijn Kind Online, 2008a, pages 19-26)

3  Dangers and risks of Internet use

3.1 Overview of risks

Risks of the Internet can be divided in several categories: content, contact, commerce and computer. The categories are described in the table below.
Categories of Internet risks
	Commerce
	Content
	Contact
	Computer

	Exposure to intrusive commercial advertisement, pop-ups and spam
	Exposure to potentially shocking content: extremely violent (torture) or pornographic images and videos
	Exposure to potentially dangerous contact with paedophiles and lover boys through chatting
	Infection by viruses

	Online gambling


	Exposure to inaccurate, unreliable or misleading information
	Physical assaults and sex attacks 
	Hacking of personal data and password by unknown person

	Fraudulent practices 
	Exposure to sites promoting anorexia
	Bullying: physical threats or psychological pressure through anonymous messages or from the children’s own friends
	

	The illegal securement of bank details
	Exposure to socially unacceptable material that might incite violence, hate or intolerance: racist and Nazi sites
	
	

	False competition and false announcement


	Illegal download of copyrighted material, for example music and films
	
	

	Supposedly free online games, which in fact it turns out one has to pay for
	
	
	

	Attractive commercial offers which demand payment by credit card and may mask a fraudulent securement of bank details
	
	
	

	Divulging personal information
	
	
	


(European Commission, 2007a, pages 32-36 / 41-43) (Mijn kind Online, 2007) (Jongens opgepakt voor mishandeling om Internetspel, 2007) (Mijn Kind Online, 2005a) (Mijn Kind Online, 2009b)
3.2 Children’s perception of risks

Children’s perceptions of the risks are investigated by the EU in three ways:

A. Spontaneous evocations of problems and risks

B. The children taking part in the study were given a predefined list of Internet uses / applications and were asked to indicate if and to what level they found these risky or not troublesome at all.

C. The children were asked to give their reactions to six categories of problems and risks:

· Truthfulness of information found on the Internet 

· Potentially shocking content

· Potentially dangerous contacts

· Bullying

· Deceit as to the free nature of services or goods

· Illegal downloading

3.2.1 Risks and dangers spontaneously mentioned

Risks and dangers that children spontaneously mention are:

A. Risks affecting the computer:

· Infection by viruses. The main sources of infection are unidentified e-mails and downloads

· Hacking of personal data and password by strangers

Mainly the boys gave this as an immediate and spontaneous reaction. This problem is very well known amongst children and also the most feared problem; an infection by a virus can be an obstacle as  it can damage the computer’s software and/or the hardware. These infections are often caused by emails that cannot be identified and by illegal downloads; games, music, films, etc. Next to virus infections, children are also scared for prosecution; they worry about their parents and serious punishment (European Commission, 2007a, page 36). Children claim to be very cautious about emails from strangers and also about attachments “which should ‘never’ be opened” (European Commission, 2007a page 32). These children also say that they avoid certain websites and their parents forbid them to download anything from these sites. However it looks like children often do download from websites anyway. Another risk on the Internet is hacking. Hacking is illegally breaking into someone else’s computer from a distance. Children claim to be well warned about hackers. They are aware of the fact that hackers can send them infected emails and threat, harass or insult them. (European Commission, 2007a, page 32)

B. The sudden appearance of shocking images

Images that pop up and websites that suddenly appear without a desire for it: children are familiar with the problem that something, which is not meant for their eyes, can pop up on the screen when they are searching for something completely different on the Internet. The survey makes it clear that these actions bother some children. The youngest children in particular are more offended and are also the ones who quickly click those images away. Older children are also shocked, but have a less strong opinion about it and are more nonchalant about it. Some of the older boys or their friends admit to not only having watched these images, but also have deliberately searched for them. Some claim that they are faced with more gruesome images while watching the news on TV. Also, some children are afraid to tell their parents about what they have seen on the Internet; they are scared that their parents will punish them or in the worse case forbid them to use the Internet any longer. Children are also afraid that their parents will think that they have intentionally opened a pornographic site (European Commission, 2007a, page 33).

C. Unwanted pop-ups, advertisements and spam

Children are irritated by this bombardment, but without any hesitation they get rid of it by simply clicking it away (European Commission, 2007a, page 34).

D. Fraudulent practices specific to the Internet

· The illegal securement of banking details

· False competitions and false announcements of prize winnings

· Allegedly free online games

· Attractive commercial offers which demand payment by credit card and may mask a fraudulent securement of bank details 

Older children also use the online banking sites for purchasing goods. Even though they are very well aware of the risks, they are not really concerned about them. They do talk about rumours, the unfortunate luck their friends have had with deceitful sites and the comments and warnings given by their parents. The children who were questioned for this survey were also familiar with proposals that are not honest, such as fake competitions, announcements that the user has won a prize, offers of free online games (which turn out not to be free at all) and commercial offers that are attractive, but are also false (European Commission, 2007a, page 34).

E. Physical assaults and sex attacks

Children know that they can come in contact with people with bad intentions; people who want to harm, rape or kidnap children. This was mentioned mostly by girls of the older age group. Younger boys had more extreme thoughts, they mentioned mostly that these malicious people want to injure and kill children. Also the existence and definition of a paedophile is widely known amongst the children, they explicitly mentioned it while talking about this type of danger. The study shows that this particular risk is mentioned by a large number of children (European Commission, 2007a, pages 34-35).

F. Physical threats or psychological pressure through anonymous messages or from the children’s own friends

These anonymous messages can be insults, hurtful or humiliating comments, threats of violence or, even worse, dead threats. After receiving these kind of messages children in general pretend to be indifferent about it, when in fact it does hurt. They ridicule the whole issue or treat it as a joke. What is more worrisome is that some children do not receive these kind of e-mails from a stranger, but from someone they know. Some of the children reply just as aggressive as the sender, other children (mostly the ones from the youngest age group) might bring it up for discussion with their parents, who can possibly solve the problem for them (European Commission, 2007a, page 35).

In conclusion, ill-timed images that suddenly appear and threats are very disturbing; however traumatic experiences (violent, disgust, nightmares) are rare. Some children often hesitate in notifying their parents. 

It is clear that children are well aware of the risks of Internet. Children also know what the risk factors are and how to protect themselves;

· Being cautious when chatting in an open chat room (or on MSN)

·  Ignoring proposals made by strangers

· Never agreeing to meet someone they do not know

Naturally parents are very protective and sometimes their behaviour can become very intrusive. To a child’s opinion, too much checking and invading privacy can lead to a child being secretive about its Internet activity; they then turn quicker to friends, brothers, sisters, class mates etc. (European Commission, 2007a, page 37).
3.2.2 Risky applications

Based on a list with applications, similar to the one below, children were asked to indicate what they believed to be the most worrying risk and problems. By using coloured stickers they expressed the level of risk. Two stickers imply a greater perceived risk as opposed to one.
Risky applications
	Application
	Score

	Searching for information for schoolwork
	

	Searching for information on interesting subjects / surfing for fun
	

	Playing games online
	

	Sending and receiving e-mails
	

	Using instant messaging (such as MSN) / chatting with friends
	(

	Creating my own blog / homepage and posting my texts, photos (and/or) music on the Internet
	

	Reading and responding to friends’ blogs / homepages
	

	Downloading music, films, video, games or other files
	(

	Taking part in open chats/discussion forums
	((

	Sharing files (music, video, games or others)
	(

	Sharing photos
	

	Reading and responding to blogs / homepages of an unknown person
	(

	Engaging in open chat rooms
	(

	Taking part in competition
	


The researchers conclude that even though the children claim to be well aware of most of the risks and to be skilled in computer use, they are however confronted with these problems at a very early age and may miscalculate them, out of excessive confidence or bravado (European Commission, 2007a, page 38).
3.2.3 Six categories of problems and risks

The third way children were investigated by the EU, was by asking them to give their reactions to six categories of problems and risks.

1. Reliability of information found on the Internet

All over the world Internet is used for schoolwork by children, however anyone who is capable of using the Internet can upload any sort of information. Hence, it is very difficult for children and also for grownups to make the distinction whether the information is reliable or not. 

Parents, classmates and teachers warn children about the unreliable information on the Internet, however the children also stated that the teachers themselves are also sometimes mislead. Teachers advise the children to use the Internet, but they are seldom specialised in ‘teaching the right way to use it’ (European Commission, 2007 a). Thus, when children use the information found on the Internet for school assignments and they get a bad mark, they become frustrated and feel as if they are being wrongly punished.

Children are smart enough to know that anyone can put whatever they want on the Internet, and to trust traditional media over the Internet. This belief is also strengthened due to the fact that traditional media for example is prosecuted when distributing false information. Children also believe their parents and teachers more than the Internet (European Commission, 2007a, page 41).

2. Potentially shocking content

Another danger of the Internet is ‘images of pornographic nature’ (European Commission, 2007 a). This danger occurs most of the time, the majority of children that were interviewed had been exposed to this. These images pop up uncalled-for, sex advertisements show up sometimes when one visits a ‘normal’ website. They confess to being more interested in these images (European Commission, 2007a, page 43).

Also, when children are exposed to images of ‘extreme violence or torture’ (European Commission, 2007 a), it has a long-term effect on them. These images could be war images that have taken place in reality (Sadam Husseins execution, decapitations etc.). However, the most upsetting scenes are cruelty against animals. Again boys of the older age group admit being interested in videos and games that are horrifying and bloody and videos in which people are being maltreated. This is also called Happy Slapping, beating a person up randomly for fun and put the clip, which is recorded by one’s mobile phone, on the Internet. The boys between the ages of 12-14 mentioned a specific website, rotter.com, that shows horrific images of violence, for example a picture of a man whose head is caught between the blades of a helicopter (European Commission, 2007a, page 43).
A small number of children also mentioned websites spreading racist ideas or websites about the Nazi’s. These are mostly children from the Netherlands, Germany Romania and Slovakia (European Commission, 2007a, page 43).
3. Potentially dangerous contacts

Nowadays it is easy for paedophiles to come in contact with children; all one has to do is to pretend to be very young as well or, with young naïf children, act as a secret older friend. Naturally, this is very terrifying since children are naïf and believe and trust everyone. Even when they are asked to send an innocent photo of themselves, which goes on to the point that they are asked to send photo’s on which more skin is revealed. 

Loverboys are in general young men who seduce young, vulnerable girls and after successfully seducing them, they force the young girls to prostitute themselves 

These men used to work on the streets, however they have now switched their territory to the Internet, using chat rooms and profile websites like Hyves. Chatting is fun if one has funny or normal conversations with friends and family, but it also has a dark side; being ridiculed, being harassed, or meeting someone who does not have pure intentions (Mijn Kind Online, 2005a).

4. Bullying

Some children are being bullied at school and this does not stop even when they come home. It simply continues on the Internet. This way the child does not feel secure at school as well at home which is naturally very wrong (European Commission, 2007a, page 49).

5. Deceit as to the free nature of services or goods

See ‘Fraudulent practices specific to the Internet’ on page 12
6. Illegal downloading

Children deny, justify or minimise this action; it is not always clear to them whether downloading content is illegal or not especially when it does not look like it is illegal. The download is for private and personal use. Also they see their parents also downloading which makes it difficult to draw the line. Children also claim that the websites from which they download music pay the artist. On top of this most children cannot afford to buy a CD or DVD. 

Thus, a large majority does not feel as if they could be punished for this activity; only a minority is well aware of the immorality of this behaviour and the harm created. Many propose clearer rules and ‘modest payment.’ Almost all the children interviewed have admitted to continue downloading. In conclusion, the risk of downloading a virus discourages children more than the risk of legal prosecution (European Commission, 2007a, pages 53-54).
3.3 Possible harmful effects of Internet use 

Intensive use and frequent exposure to the mentioned risks may lead to health problems (e.g. over-weight), social and psychological problems (isolation, fear, loss of concentration), financial problems and educational problems (lack of progress in school).

Weight problems: children can either become too fat or suffer from anorexia. Children who use the computer too long on a daily basis, do not sleep as long as they should and that can cause obesity; they can become too fat. The reason for this is, when people do not sleep as much as they should, they wake up being very hungry. This hunger is more difficult to satisfy, so one has to eat more than in they normally would (Mijn Kind Online, 2005b). Also when a child spends more time sitting and eating behind the computer instead of exercising it also has an effect on the body. 

On the other hand, nowadays there are many websites actually promoting anorexia, encouraging the youth (especially girls) to become anorexic. These ‘pro-ana’ websites provide mutual support, tips on how to lose weight, how to survive on living on a mere 500 calories per day (instead of 2000 for women and 2500 for men), how to use laxatives, throw up, hide food, lie about eating and weight and which diet pills are the best. Next to chatting, there are also contests for losing weight and photo’s of bony models to ‘inspire’ the ones who have a moment of weakness. They encourage and instigate each other by this way of ‘thinspiration’. Girls between the age of 12-18 mostly combat with this disease, mainly because they are very insecure about themselves. Also the youth nowadays has a blur image of healthy food and their own body. These ‘pro-ana’ websites give these girls a sense of belonging. They can have a secret life in a group in which they are accepted. Additionally, they feel as if they might be good at something; losing weight (Mijn Kind Online, 2009a).
3.4 Dutch children and Internet risks

Dutch children were asked whether an application they use on the Internet involves a problem (number before slash) and if the application with problems are annoying or scary (number after slash). 
Dutch children and risky applications
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* involves problems / ** most annoying / scary

(European Commission, 2007b, page 17-18)

‘Children identify ‘engaging in open chat rooms’ as being most likely to involve problems’ (European Commission, 2007b, pages 17-18). 

The majority of Dutch children say they almost never visit an open chat room, because one does not know with whom one is chatting with; it may be someone with impure intensions and it is possible that that person gets too much personal information. Also, the children say that there are a far too many fights in open chat rooms (European Commission, 2007b, page 18). 

Chatting on MSN and responding on ones blog whom one has never met before can also cause problems (European Commission, 2007b, page 18). 

Viruses and spam can be caused by sending and receiving e-mails, downloading films, music, ring tones and games. The risk is even bigger when one is unfamiliar with the website or the sender (European Commission, 2007b, page 19). 

3.5 Dutch children and Hyves
Hyves exists since 2004 and it has grown into a big social network website on which a lot of children and teenagers also keep a digital personal profile (Mijn Kind Online, 2009a, page 4). There are a lot of inactive, double and fake profiles, but still a great number of Dutch people have a Hyves profile. Even when a baby is born the parents create a profile for the baby on which they put information like when the baby has its first tooth. The ‘friends’ can react and post messages. As soon as children learn how to read and write they almost immediately create their own profile page on Hyves. In 2008, children younger than 10 years old were still a minority on Hyves.  Fifty percents of children 10 years of age had their own Hyves page, two-thirds of the 11 year olds had one and three-quarter of the ones between the age of 12-17 had a profile page on Hyves. The amount of profile owners between 12-17 years old increases slightly; approximately 80% of the teenagers older than 14 have a profile page on Hyves, but the biggest difference is in the group of 8-12 year olds (Mijn Kind Online, 2009a, pages 9-10). Also, the more friends one has on Hyves, the more popular one seems to be and that seems to be important to the 13-15 year olds (Mijn Kind Online, 2009a, page 11). On Hyves one can post a message which can be read the entire Hyves community or only by the friends of that person; even a date can be scheduled by Hyves users on Hyves while everyone can read it. But one can also choose to send a message in private so that only the recipient can read it. Teenagers who have a lower education also use public Hyves to make fights, the ones with a higher form of education refrain from doing this. Mostly girls use private messages on Hyves for gossiping. However, children also know the moral boundaries on a public community site; only a few ask each other to go steady on Hyves; they have to think about their ‘reputation’ (Mijn Kind Online, 2009 , pages 18-20). Hyves has more possibilities than only posting or sending messages to one another; one can also post photo’s, search for long lost friends, give and receive ‘respects’ and ‘tiks’, change the background, post songs or music videos, post other sorts of films, become a member of a public Hyves, play games, post a ‘who what where’ (WWW: Who What Where, where one is and what one is doing there), use gadgets, post favourite brands, write blogs, show how many times one page has been visited or how many times photos have been looked at. Gold members can even see who or which gender visits one’s website. (Mijn Kind Online, 2009a, page 22 and 33).

30% Of the children on Hyves have experienced receiving a disturbing message and more than 20% have had a fight on Hyves.

The percentage of children who have experienced receiving a disturbing message or have had a fight on Hyves
[image: image6.png]



Dark orange coloured line: fight / Light orange coloured line: disturbing message

(Mijn Kind Online, 2009a, page 44)

4 Protection of children online: policies and measures
The organisations involved in protecting children against the dangers of Internet and their policies are:

a. International and national governmental organisations: EU, Europol, Council of Europe, UNESCO, Dutch government, police organisations

b. Industry: ICT industry, gaming industry, Internet providers

c. Non-profit organisations like health care organisations and anti-discrimination groups. Interest groups like organisations of parents, teachers, Mijnkindonline.nl 

d. Educational institutes, schools

e. Parents, family

4.1 EU policies  

The EU has also become involved in protecting children against the dangers of the Internet; they have conducted a study amongst children and parents to shed a light on both views. 

The Safer Internet Programme of the European Commission 2009-2013 has been granted a budget of 55 million Euros. This budget has to be spent on four areas:

a. Ensuring public awareness: The aim of Safer Internet Programme is to increase awareness, of the risks and opportunities, of using online technologies and ways of staying online safely, amongst parents, children, educators and carers through programmes, campaigns and actions. The European Internet Safety Network (co-funded by the Safer Internet Programme) have been organising an annual event called Safer Internet Days since 2005 to promote safe and responsible use of the Internet (European Commission, 2005, page 11).

b. Fighting against illegal content and tackling harmful conduct online: Reducing the amount of illegal content which circulates online and dealing adequately with dangerous contact and conduct, especially the distribution of child sexual abuse material, bullying and grooming,  is a central aim of the Safer Internet Programme. Also, the public is now able to report illegal content to a European network of hotlines which were set up after funding was provided by the Programme in 2009. With this hotline, parents and children can also receive information about going and staying online safely and receive advice on how to handle cyber-bullying and grooming (European Commission, 2009, page 14).

c. Promoting a safer online environment: By bringing the stakeholders together, the Safer Internet Programme desires to find ways of protecting children from content that is as considered as harmful by teachers, carers, parents and other older persons  who are responsible for children and promoting a safer online environment. In 2009, the programme funded a ‘thematic network of NGO’s for Child Protection on the Internet and for a follow-up study one bench marketing filtering software and services’ (European Commission, 2009, page 21). A Non-Governmental Organisation (NGO) is an organisation that works separately from the government and its focus is also on the public interest.

d. Establishing a database of research: This database contains researches on Internet safety issues for coping satisfactorily with emerging and existing uses of risks and consequences of the online environment. The base also has to design adequate actions for ensuring all users of online safety (European Commission, 2009, page 23)

4.2 Dutch governmental policies

The ministry of Justice, Economic Affairs, the Interior and Kingdom Relations have taken the initiatives to make one more aware and alert of the dangers of the Internet. These initiatives are:

a. The campaign ‘veilig Internetten heb je in de hand’; 

b. The programme Digivaardig & Digibewust. 

c. The establishment of Digiraad

(Hoe stimuleert de overheid veilig internetten?,n.d.)

a. Campaign ‘veilig Internetten heb je in de hand’.

With this campaign the government wants to make Internet users alert of the risks the Internet entails, e.g. putting personal information online. On the website www.veiliginternetten.nl the government gives advice and rules of conduct about safer Internet use. For example: 

· updating the software and turning on the firewall

· being careful with personal information

· always checking the web address before making a payment

· never opening a file without knowing who it came from

· being alert when a one asks for personal information

(Hoe stimuleert de overheid veilig internetten?,n.d.)

b. 
Digivaardig&Digibewust is an initiative of the Ministry of Economic Affairs and it focuses on safer Internet and improving computer skills (Safer Internet, 2009). This organisation supports and initiates diverse activities to make parents, teachers and children more skilled and aware of the digital world. The program is for both old and young people, educators and entrepreneurs (Digivaardig&Digibewust, Activiteiten, 2010). Digibewust is a co-operation between the government and the trade industry (School moet wijzer worden op gevaren internet, 2008).

c. 
The Dutch ministry of Economic Affairs has set up Digiraad which is for stimulating the youth to be safer on the Internet. Digiraad consists of 12-18 year olds; this group gives advice to the government, they have also developed a curriculum for primary schools to make children in the second, third and fourth grade more aware of a responsible way of Internet use. These children can receive a ‘Diploma veilig Internet’ which is a certificate for using Internet in a safe way (Hoe stimuleert de overheid veilig internetten?,n.d.). 

Children are offered a series of lessons, they will take a exam and after passing it they will receive a diploma. The lessons focus on six chapters with five different themes: 

1. Dangers of putting personal information on the Internet

2. Chatting

3. E-mailing

4. Downloading

5. Digital harassment

There are two types of diplomas: one for the third and fourth grade and one for the fifth and sixth grade (Kennisnet, n.d.).

4.3 Industry policies

The industry works together with the UN in the ITU agency. UN’s leading agency for information and communication technology issues is called the International Technology Union (ITU). Also, for the private sector and government the ITU is the global focal point in developing services and networks (ITU, 2010).

The ITU has launched an initiative called Child Online Protection (COP). COP has the aim for international cooperation, capacity building and to tackle cyber security in a holistic way, addressing organisational, technical, procedural and legal issues. The key objectives of COP are:

 • Identifying vulnerabilities to children and risks in cyberspace

• Creating awareness of the issues and risks through several channels

• Developing practical tools to help educators, industry, organisations and governments to minimize risks 

• Sharing experience and knowledge

(International Telecommunication Union, 2009)

KPN is a Dutch telecommunication and ICT company. It advises a free children’s web browser called My Bee for children between 2-10 years old. MyBee is developed by KPN, they launched this browser in May 2008 (MyBee 100.000 keer gedownload! n.d.)  With this browser parents can see for which age a children’s website is appropriate. Parents can also put a time lock per child on the computer and adjust the time lock when a child has permission to use the computer longer (My Bee en TimeSlot, n.d.). 

4.4 Non-profit organisations policies

One of the most important organisations to protect children is Mijn Kind Online. They are a ‘knowledge and advice centre’ on youth and (new) media. Their goal is to provide more understanding in the possibilities of new media and also how to use it in a responsible way. This organisation aims to improve the quality of digital media for the children and to help the parents and teachers to have more knowledge about media. Mijnkindonline.nl gives advice to the European Commission about this subject This organisation is a result of collaboration between Planet Internet and Ouders Online (Mijn Kind Online, 2008b).

Ouders Online is the biggest community site for parents on the Internet. It is an independent website for future parents or parents of children up to the adolescent age. The visitors of this site can exchange information, ask questions to an expert and the website also has approximately  20.000 pages of essential information. This website exists since 1996 and thousands of parents in the Netherlands and abroad visit it. This exists solely on donations (Ouders Online, 2009).

Advices of Mijn Kind Online for parents and schools on Internet use:

· use a children’s web browser; for example MyBee, Krowser

· put children on a typewriting course

· teach the child not to use the spacebar while typing a web address

· tell a child to read an error message thoroughly instead of clicking it away or call for someone when it does not understand the message

· teach the child how to use Google 

· teach the child how to recognize the website in the search result

· teach the child how to recognize advertisements

· keep reminding a child not to give any personal information to anyone or a website

· make the child aware of the dangers of the Internet and tell them that they can discuss anything they experience on the Internet with their parent(s)

(Mijn Kind Online, 2008a, pages 77-78)

SURFnet and Kennisnet help teachers, students and educational institutions to use the Internet in a safe way. The two organisations notice that especially the teachers have a huge desire for information on safe Internet use. Both organisations have several campaigns to help Internet users be online safely.

SURFnet makes students aware of the measures they can take to protect their computers in a better way with  ‘ Laat je niet pakken’ (SURFnet/Kennisnet, 2005). Surfnet focuses on MBO/HBO students.

Kennisnet is a public ICT-supporting organisation that brings educational institutes and the ICT closer together. They focus on teachers and parents. Kennisnet also offers independent expertise and services when making effective use of ICT. This way Kennisnet contributes to the quality of learning (Kennisnet, n.d.).

It also has a campaign, called  ‘De wereld ligt open. Wijst u ze de grenzen?’, to give recommendations and tips to educators and parents on how guide children from primary and secondary schools while surfing, chatting and downloading. This way they can complete their role as an Internet guide  (SURFnet/Kennisnet, 2005).

4.5 Educational institutes, schools policies

Generally speaking, schools have several types of measures to protect children online:

1. Adherence to strict rules (code of conduct)

2. Implementation of strong firewalls / filter software

3. Educational programmes for children about the dangers of Internet use

4. Information evening / meeting for parents

Dutch parents would like to see the teachers explain to children more about the dangers of Internet use. Over 88% wants the school to takes a big part in guiding the children (School moet wijzer worden op gevaren internet, 2008). It is important for children to learn how to recognize qualitative good information and the dangers of the Internet. Some schools have an Internet policy document, for example the primary school De Mijlpaal (2009) has their policy posted on their site (De Mijlpaal, 2009).

4.6 The role of parents

In the eyes of the parents the biggest risk of their child using the Internet is that it might be confronted with images of an explicit violent or sexual nature; 45% of the parents are very worried and 20% are rather worried. 54% Worries about online bullying by other children. A small number of parents worry about their child revealing personal information (European Commission, 2008, page 8). 

4.6.1 What parents do with an Internet using child

The following table shows a number of measures parents take for their Internet-using children and the percentage of parents who actually take those measures.
Measures parents take for their Internet-using children
[image: image7.emf]
(European Commission, 2008, page 11)

4.6.2 What parents forbid their children to do on Internet

The next graphic shows what children are not allowed to do on Internet and the percentage of parents that stick to these rules.
What children are not allowed to do on the Internet

[image: image8.emf]
(European Commission, 2008, page 12)

4.6.3 A filter or monitoring software on the computer

55% of the parents, who participated in the study, with a child using the Internet at home, have installed filtering software on the computer that the child uses. Monitoring software is not as popular, but still implemented by 37% of the parents. 44% of the parents who use Internet occasionally themselves have a filter and 35% monitoring software (European Commission, 2008, pages 13-14).
However, many parents have not installed a filter on the computer that is used by their child and 

The diagram below shows the reasons why parents do not use a filter.
Why parents do not use a filter
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(European Commission, 2008, page 14)

4.6.4 A parent’s perspective on safer Internet use

The parents were asked about what they thought would contribute to safer and more effective use of the Internet for their child, the measured items are shown in the graphic below with the percentage of parents who are in favour of them:

What parents think would contribute to safer and  more effective use of the internet for their child

[image: image10.emf]
(European Commission, 2008, page 16)

Dutch parents admit to falling behind when it comes down to guiding their children on Internet use. Approximately one-third of the parents does not have any or sufficient control on their children using the Internet. 54% has set up some rules and talks to the children about MSN or chatting with others etc. 25% had a filter on the computer to prevent any pornographic or violent websites to show any content. Others put the computer in the living room on purpose or check the temporary Internet files. 

77% of the parents has a big desire for information on how to use the Internet. Digibewust and Mijn Kind Online have already met this desire, but only two percent of the parents actually use this service (School moet wijzer worden op gevaren internet, 2008).

5 Conclusions and recommendations

The central question of this thesis is: How (un)safe is the Internet for children? The EU, the Dutch government, the IT industry and many non-profit organisations treat this matter very seriously and try to create a safer Internet. 

To answer my main question I will first answer two sub-questions:

1. How serious are the dangers of Internet for children?

2. How strong is the guidance by parents?

5.1 How serious the dangers of Internet are for children

Children show themselves to be well informed about the risks of Internet and how to protect themselves. However the following results from these reports, give reason for concern:

· The intensity of Internet use amongst children is high

· Health problems may occur (obesity)

· At a very early age children are confronted with the dangers of the Internet, and out of excessive use or bravado of children using the Internet, they may underestimate them

· “Racist” or “Nazi” sites disturb, bother and sometimes even traumatise them

· A minority of children, who were questioned, admit that the Internet is a good place for violence with alarming abuses: brutalities and video’s that are recorded live and most of the time carried out by girls, encourage boys to imitate violence
· Girls show themselves to be more shocked and critical than (in particular older) boys

· Material of violent nature, videos of people being beaten up, “Happy Slapping” or scenes of torture shock and frighten most of the children, in particular girls who feel more threatened or are regularly the victims of this type of bullying. However, a small number of children does not see this violent behaviour as something wrong and therefore they do not avoid watching it. 

· Almost all children, no matter the age of sex, had self or know someone that experienced a potentially dangerous contact
· Loverboys (young men who seduce young, vulnerable girls and after successfully seducing them, they force the young girls to prostitute themselves) have nowadays switched their territory for searching their victims to the Internet, mostly through profile websites

· Especially older children (12-14 years old) see bullying as a fashion and a sport. Many children have been confronted with it personally or via a classmate or a friend. Also, most of the children admit being guilty of bullying. Mostly older children treat the matter as a joke, because the bullying is just raging and disputes. However, even though children minimise bullying to a game, it should be noted that it has more serious consequences than just a laughing matter: In the UK girls have had to change school because of the bullying and in Sweden and Italy especially Muslims were the targets of physical or verbal abuse or racist insults linked to their religion

· Some children, no matter what their origin was, have been mislead into paying for an item or service, participating in a game that they thought was free or came at a cheap price did not cost a lot which turned out to be not free or expensive

· When searching for information online for their homework, most children have experienced unreliable information or they have been warned about it by their parents, classmates and sometimes by their teachers. However, children claim that the teachers themselves are also mislead by the information on Internet. Also, teachers recommend the children to use the Internet, but they are themselves not very specialised in using it in the right way. Thus, when children use the information found on the Internet for school assignments and they get a bad mark, they become frustrated and feel as if they are being wrongly punished.

· A large majority does not feel as if they could be punished for illegally downloading

(European Commission, 2007a, pages 41-54) (Mijn Kind Online, 2005a).

5.2 How strong the guidance is by parents

The results of the EU-reports, about the role of parents, their lack of knowledge of the Internet, the rules they impose and the measures they take, are worrying. 

The role of parents:

Naturally parents are privileged informers, but sometimes they can be too protective and that can lead to somewhat intrusive behaviour like checking e-mails or websites that are consulted by the child. This can lead to self-censorship and loss of privacy, therefore children talk to their friends, brother, sister, classmates etc. about their Internet activities and hesitate to talk to their parents about it. 

The majority of the children interviewed removes pornographic or erotic material without calling anyone. The older age groups of both sexes even avoid talking to their parents about it for two main reasons:

a) They do not treat the matter as a serious problem

b) They do not want their parents to start questioning

One matter that would always lead to parents or the police being notified is pornographic material of a paedophile nature.

Children of the youngest age group do turn to their parents when it comes to potentially dangerous contacts. For the oldest age group this is the  very last resort: they first turn to their close friends. Especially the 13-14 year olds have a strong desire for privacy in this matter. In addition, some of the children see their parents as excessively worried. Teachers are not close enough in their contact with children, therefore they are not even on the list of being notified about potentially dangerous contacts.

The measures parents take:
Parents can take numerous measures to protect their children online, but the EU report shows that it is worrying how many parents actually do not take these measures (European Commission, 2008, page 11). Of the parents interviewed: 

· 25% never or not very frequently asks or talks to their child about their Internet activities

· 33% never or not very frequently stays nearby when the child is online 

· 56% never or not very frequently checks the computer later to see which sites the child has visited

· 61%  never or not very frequently checks whether the child has a profile on a social networking site or online community

· 63% never or not very frequently sits with their child when going online

· 69% never or not very frequently checks the messages of their child’s e-mail account/instant messaging service

Also, the number of parents who were questioned in this study, that do not use a filter – namely 64% -is very high.


The rules parents impose:
Many parents impose rules of conduct on their children’s Internet behaviour, but it is worrying to see that (European Commission, 2008, page 12):

· 39% do not forbid their child to use the chat rooms

· 51% do not forbid their child to access certain websites

· 62% do not forbid their child to download music, films and games

· 63% do not forbid their child to use e-mail or instant messaging tools

Firstly, it is important that parents talk to their child about their Internet activities and experiences, to create a relation based on trust. Then the child knows that its parents are open for any kind of discussion on any subject. This way, when something disturbing happens, like bullying or when being approached by a stranger, they know that it is actually possible to confide in their parents. A sense of trust between parents and teachers on the one hand and children on the other hand, should be created, so that children report problems and incidents.

Secondly, filter software and codes of conduct for families and schools should be promoted.

Thirdly, the EU study also shows that there is a necessity to provide information and education to parents, children and also to teachers. 88% of the parents think that more/better teaching and guidance on the Internet use in schools will contribute to safer and more effective use of the Internet for their child. Information sessions should be organised and promoted for all groups. Children should be warned about the possibilities of lies and inaccurate data on the Internet. They should learn the distinguish between reliable and unreliable information on the Internet. 

Fourthly, special attention should be paid to girls. Girls are more vulnerable than boys. They are naïf and insecure when they hit puberty and are therefore easy targets, for example, loverboys and pro anorexia websites. Girls want to impress boys by sending pictures of themselves revealing more skin every time. 

Children should learn how to use the Internet correctly at a young age, since it is used everywhere and for everything, but parents should not forget to talk to them about the dangers and what to do when the child comes across one. It is difficult to protect children for a full 100% against the dangers, because full protection means that the parents always have to give authorisation for even the smallest things. Education, rules of conduct, filtering and monitoring software are all good and necessary means of protection, but still on top is the bond between the child and its parents. The Internet still is an unsafe place for children to be. 
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