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ARTICLE INFO ABSTRACT

Keywords: Repeat victimization has been widely studied from the perspective of environmental criminology for several

Cybercrime decades. During this period, criminologists have identified a set of repeat victimization premises that are

Elnvi(rpnmental eriminology observed for many crimes; however, it is unknown whether these premises are also valid for cybercrime. In this
acking

study we rely on more than 9 million Zone-H data records from 2010 to 2017 to test whether these premises
apply for the cybercrime of website defacement. We show that the phenomenon of repeat victimization is also
observed in defaced cyber places (i.e. websites). In particular, we found that repeats contributed little to crime
rates, that repeats occurred even several years after the original incident, that they were committed dispro-
portionately by prolific offenders, and that few offenders returned to victimize previous targets. The results
suggest that some traditional premises of repeat victimization may also be valid for understanding cybercrime
events such as website defacement, implying that environmental criminology theories also constitute a useful
framework for cybercrime analysis. The implications of these results in terms of criminological theory, cyber-

Repeat victimization
Website defacement
Zone-H

crime prevention, and the limitations derived from the use of Zone-H data are discussed.

1. Introduction

Our society is increasingly digitized and so is crime. For the past
three decades, technological breakthroughs have created new opportu-
nities to commit crimes in digital environments such as the Internet.
Sometimes these crimes resemble traditional crimes (i.e. cyber-enabled
crimes), but on other occasions they appear as criminal phenomena
unparalleled in physical space (i.e. cyber-dependent crimes) (e.g.
McGuire & Dowling, 2013). Although cybercrimes have become a reg-
ular occurrence, we still know relatively little about them: Why do they
occur? How can they be prevented or mitigated? To address these
questions, a growing body of research on the human factor of cyber-
crime has contributed to expanding our knowledge about victims, of-
fenders, cybercrime control, and the role of criminological theory in
these three areas (Holt & Bossler, 2014; Leukfeldt, 2017; Leukfeldt &
Holt, 2020; Maimon & Louderback, 2019). With regard to criminolog-
ical theories, it is particularly important to examine whether traditional

theories remain useful in explaining cybercrime (Bossler, 2020; Holt &
Bossler, 2017; Miro-Llinares & Moneva, 2019). In this sense, this article
contributes to the existing literature by empirically assessing the
applicability of four repeat victimization premises to better understand
cybercrime as an event.

Crime events have a certain baseline risk of occurring, but research
has shown that for some property crimes such as burglary, vandalism,
and graffiti, this risk increases after the initial occurrence (Farrell,
2005). Sometimes this increase in risk manifests when a specific crime
impacts a target more than once, meaning the target suffers repeat
victimization. Established research suggests that repeat victimization
typically occurs within a short interval after the first victimization
(Bowers & Johnson, 2005; Farrell, 2005; Farrell & Pease, 1993; John-
son, Bowers, & Hirschfield, 1997; Johnson & Bowers, 2004b; Pease,
1998), that it has a large impact on crime rates (Farrell & Pease, 2017,
2018; Pease, 1998; Weisel, 2005), and that it is committed by a few
prolific offenders (Bernasco, 2008; Farrell, 2005; Farrell & Pease, 1993,
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2017; Lammers, Menting, Ruiter, & Bernasco, 2015; Pease, 1998).
Repeat victimization has mainly been studied regarding property crimes
such as residential or commercial burglaries, theft from motor vehicles,
vehicle theft, robbery, personal larceny, shoplifting, and car vandalism
(Bowers, 2001; Bowers & Johnson, 2005; Farrell, 2005; Farrell, Tseloni,
& Pease, 2005; Johnson, 2008; Johnson, Summers, & Pease, 2009) 2
The consistency of the findings on repeat victimization for different
types of crime over more than two decades allows their transformation
into verifiable premises that can be tested for other crimes. The present
study explores whether the traditional premises on repeat victimization
also apply to a specific type of cyber-dependent crime: website
defacements.

Website defacement is a cyber-dependent crime that involves tres-
passing on a website to alter its contents (see Maimon & Louderback,
2019 for a review of the current state of research on cyber-dependent
crime). “Defacements enable hackers to post messages and images that
indicate their perspectives and beliefs, as well as gain status by listing
their name and group affiliation” (Holt, 2011, p. 171). When this crime
is committed with political motives, it is encompassed within the phe-
nomenon of hacktivism (Romagna, 2019), but there is a wide variety of
motives and modus operandi behind defacements, which means it ac-
quires a phenomenological dimension of its own (Holt, Lee, et al., 2020;
Madarie, 2017; Romagna & Van den Hout, 2017). For example, some
hackers seek recognition after successfully trespassing web servers; the
more domains they attack and the greater the difficulty, the more they
can flaunt their skills. Recognition seeking is most prominent among
defacers, some of whom even leave their contact details embedded in
their defacement (Holt, Leukfeldt, & Van De Weijer, 2020). Others might
seek revenge, express their ideological alignment, or simply bolster their
ego (Holt, Lee, et al., 2020). Either way, the benefit of recognition is a
cornerstone for gaining status in the hacker community (Holt, 2019),
which can lead to certain individuals or groups being especially prolific
or certain domains being disproportionately victimized.

Website defacements can also have direct and indirect economic
consequences for both individuals and organizations. Not only must
administrators devote resources to restoring the functionality of their
websites after an attack to minimize the economic loss from its impact
on productivity or services offered, but they must also try to mitigate the
associated reputational damage—which can be serious and long-lasting
(see Holt, Lee, et al., 2020).

But how can defacements be studied from the quantitative perspec-
tive required by repeat victimization studies when there are no official
sources of data nor longitudinal panel studies on this type of crime? One
of the few alternatives is to rely on secondary data such as Zone H, a
database containing millions of self-reported defacement cases. This
data has been used for researching defacements in the past and con-
tinues to be used with this aim today (Davanzo, Medvet, & Bartoli, 2011;
Howell, Burruss, Maimon, & Sahani, 2019; Maimon, Fukuda, Hinton,
Babko-Malaya, & Cathey, 2017; Romagna & Van den Hout, 2017; Woo,
Kim, & Dominick, 2004). Previous quantitative studies on defacements
can be divided into two categories: those that rely on the human factor
perspective to understand the phenomenon, and those that apply a
computational perspective for its prevention and mitigation. The former
category of studies, which is scarcer than the latter, tend to approach the
issue from a descriptive perspective—with the exception of some recent
studies using more complex methodologies—and from a certain theo-
retical foundation (Holt, Leukfeldt, & Van De Weijer, 2020; Howell
et al., 2019; Romagna & Van den Hout, 2017; van de Weijer, Holt, &
Leukfeldt, 2021). The latter are usually brief or preliminary works with
an eminently technical component (e.g. Davanzo et al., 2011; Maimon

2 In addition to research that has focused on property crime, the phenomenon
of repeat victimization has also been observed in interpersonal crimes such as
rape, sexual assault, or violent assault (e.g. Nazaretian & Merolla, 2013; Planty
& Strom, 2007; Turanovic, Pratt, & Piquero, 2018).
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et al., 2017). This paper aims to contribute to criminological literature
by bridging the gap between the two groups as it introduces a hitherto
unexplored theoretical framework for defacements with a preventive
purpose.

The following section presents the theoretical framework for this
study, founded on the applicability of environmental criminology the-
ories, and particularly the repeat victimization mechanisms, to crimes
committed in cyberspace. Next, the objectives of the study are presented
together with the traditional repeat victimization premises and their
reformulation to be specifically explored for defacements. The methods
section presents the data, as well as the measures used in the analysis.
The results are then discussed in the context of the repeat victimization
premises along with the preventive implications of the work. The paper
concludes with the key insights drawn from the study.

2. Environmental criminology as a theoretical framework for
cybercrime

For decades, the environmental criminology theories have served to
understand the situational aspects of crime events and propose strategies
for their prevention (Bruinsma & Johnson, 2018; Wortley & Townsley,
2017). There are three main environmental criminology theories: The
routine activity approach, whose most popular premise is that crime
occurs at the micro level in the absence of capable guardians when a
motivated offender and a suitable target converge in space and time
(Cohen & Felson, 1979); the geometry of crime, which postulates that
the distribution of crime events is not random, but occurs in places
where the activity spaces of offenders and targets intersect (Branting-
ham & Brantingham, 1981); and the rational choice perspective, which
states that the offenders’ decision to commit a crime reflects a weighting
of costs and benefits (Cornish & Clarke, 1986). An important advantage
of these mid-range theoretical bodies over grand theories is their simple
formulation, which has resulted in analytical frameworks that
contribute to a better understanding of crime, such as the crime triangle
(Eck, 1994) or the repeat victimization premises (e.g. Farrell & Pease,
2018; Pease, 1998). The application of these frameworks has always
been heavily influenced by the geography of crime, but their potential
scope has yet to be discovered for crimes committed in cyberspace.

The pre-digital context in which the environmental criminology
theories were conceived meant their development was essentially
geographical, as little was known about cybercrime at that time. The
increase of cybercrime as a problem has caused some scholars who
previously focused on geographic crime to pay more attention to crime
in cyberspace. This shift in focus has served to theoretically develop the
frameworks of environmental criminology theories into cybercrime
(Miré-Llinares & Johnson, 2018; Miré-Llinares & Moneva, 2019; Mon-
eva, 2020). In this context, whereas some consider that the structural
characteristics of cyberspace—the contraction of time and space-
—complicate the application of environmental theories (e.g. Yar, 2005),
others consider that they simply need to be adapted to the particularities
of the environment (e.g. Miro-Llinares & Moneva, 2019).

Since then, dozens of empirical studies have been conducted on the
application of environmental theories to understand the dynamics of
different forms of cybercrime (for a review, see Leukfeldt & Yar, 2016;
see also Bossler, 2020). The rational choice perspective was also applied
to cybercrime when Newman and Clarke (2003) turned the focus of their
analysis to e-commerce crimes. Subsequently, situational crime pre-
vention strategies have been applied to different contexts such as those
defined by stolen data markets (Hutchings & Holt, 2017), or financial
cybercrimes (Leukfeldt & Jansen, 2020), among many others (e.g.
Hinduja & Kooi, 2013; Reyns, 2010). Overall, both the routine activity
approach and the rational choice perspective have received attention
from academics in the last decade and have consequently evolved and
contributed to the development of the discipline.

But when it comes to the geometry of crime, there are but few studies
that apply this theory to cybercrime prevention (see Miro-Llinares,
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Moneva, & Esteve, 2018; Williams & Burnap, 2016). This is probably
because this theory depends to a great extent on the concept of place,
which is usually associated with a physical space. However, it has been
argued that cyber places can be understood as digital spaces of
convergence where offenders also interact with the environment that
defines crime opportunities (Leukfeldt, Kleemans, & Stol, 2017a-c;
Miré-Llinares & Johnson, 2018). This reasoning shows that not all
concepts within environmental criminology are geographical, as some
are merely spatial, like hot spots (Miro-Llinares and Moneva, 2019).
Crime hot spots, which are the result of the repeated occurrence of crime
events in a given place and over a certain period of time, have tradi-
tionally been measured in physical space, but such concentrations can
also be observed in crimes occurring in cyberspace. For example, there
may be certain web domains that are more prone to victimization by
defacement than others and there may be certain time frames in which
the activity of defacers is more intense. In this case, spatiotemporal hot
spots of cybercrime will be formed in those cyber places or domains that
are repeatedly defaced. What is unknown to date is whether the theory
behind repeat victimization is also applicable in cyberspace.

3. From repeat victimization patterns in physical places to cyber
places

So, why does repeat victimization occur? At least three non-mutually
exclusive mechanisms inspired by the geometry of crime can be found to
explain repeat victimization patterns: The boost and the flag explana-
tions (Chainey, 2012; Johnson, 2008; Johnson et al., 2009), and random
concentrations (Park & Eck, 2013). The boost explanation suggests that
an offender’s previously successful experience with a target brands it as
suitable for future offenses (Johnson & Bowers, 2004a; Johnson et al.,
2009; Pease, 1998). For example, when an offender successfully bur-
glarizes a house, it is labelled as suitable in cost-benefit terms and,
therefore, it is likely that the same offender returns to victimize the same
place again. The flag explanation suggests that there are a number of
stationary characteristics in the target that constantly label it as
vulnerable in the eyes of potential offenders (Johnson, 2008; Pease,
1998). For example, when a burglar enters a house, it is because that
place meets a series of conditions that allow considerable time to be
devoted to the task without being detected. It is therefore likely that the
same or another offender will return to the same house to burglarize it
again since the characteristics of the place that generated crime op-
portunities in the first place remain stable over time. A third explanation
exists outside the analytical framework in which the previous ones are
embedded: repeated victimization can also occur by chance (Park & Eck,
2013). Following this assumption, unfortunate repeats would eventually
occur in certain individuals and places even if all had a homogeneous
risk of victimization. As in physical spaces, targets and places in cy-
berspace may also ‘boost’ offenders, be ‘flagged’ as vulnerable, or simply
have the misfortune to suffer repeated victimization. But it is also
possible that these mechanisms work differently because of the partic-
ular spatiotemporal dimensions of cyberspace that change crime
opportunities.

Criminological research has compared the cyber and traditional di-
mensions of targets and places. Although recent research has shown that
cyber offenders and traditional offenders share important similarities in
situational and personal crime correlates (Weulen Kranenbarg et al.,
2019), and in both the life events (Weulen Kranenbarg et al., 2018) and
social ties that impact their criminal careers (Leukfeldt, Kleemans, &
Stol, 2017a-c; Leukfeldt, 2014), there may be differences between
physical and cyber places that affect crime opportunities. Unlike phys-
ical space, distances in cyberspace are non-existent, at least when
measured in spatial terms (Miro-Llinares, 2011; Yar, 2005). The
cost-benefit balance is then tilted towards profit, since the effort
required for an offender to move from one place to another is practically
zero. Places are now a click away, and the new measure for the effort
required for travel is only the time it takes. In summary, it appears that
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while the offenders share some similarities, the environments have
changed.

These different environments affect the decision-making process of
offenders when visiting places and choosing targets. In cybercrimes such
as hacking or malware infection, an offender may visit websites
designed with a popular Content Management System (e.g. WordPress)
to exploit known vulnerabilities, or cyber places such as download sites
to find suitable targets, respectively. Note that because each criminal
event is different, crime opportunities are unique to each case. In the
case of website defacements, for instance, a motivated offender can
target a specific website to deface it, or rather to launch mass attacks, in
which many websites are targeted simultaneously by a botnet that takes
advantage of server vulnerabilities. In the first case, the defacer may
give up if the task is too arduous or persevere until the attack is com-
plete. In this scenario the offender already has a fixed target beforehand
and criminal opportunities will probably have little effect. What will
have the greatest effect will be the effectiveness of the security systems
that can act as guardians and harden the target. On the contrary, crime
opportunities will play an essential role in the case of mass attacks, since
it is precisely the absence of guardianship that makes a target vulnerable
and enables the attack. In the first case the repeated selection of targets
will depend on a motivated decision making process by the offender (see
Cornish & Clarke, 1986), and in the second case it will be the result of
the convergence between offender and target in the absence of a
guardian (see Cohen & Felson, 1979). Therefore, repeat victimization
would not occur at random, but rather follow patterns that can be
observed and whose analysis facilitates its prevention (see Brantingham
& Brantingham, 1981).

Spatiotemporal crime concentration is one of the most studied phe-
nomena within the Criminology of Place, and whose evidence is robust
to the extent that it has been enunciated as a scientific law (Weisburd,
2015)—and corroborated afterwards (Levin, Rosenfeld, & Deckard,
2017). Crime is concentrated not only in places, but also in people
(Fagan & Mazerolle, 2011; Fox & Tracy, 1988; Wood & Papachristos,
2019). And the analysis of these crime patterns allows allocated re-
sources to bolster their prevention through strategies such as hot spot
policing (e.g. Braga, Turchan, Papachristos, & Hureau, 2019) or focused
deterrence (e.g. Braga, Zimmerman, et al., 2019; Kennedy, 2012).
Crimes committed in cyberspace are also concentrated in space and time
and follow observable patterns. For example, at the macro level, pat-
terns in spam and phishing rates have been observed in a sample of
countries (Kigerl, 2012); at the meso level, patterns of time have been
found in repeated network attacks on computer systems (Moitra &
Konda, 2004) or packet transmission in DDoS attacks (Thapngam, Yu,
Zhou, & Beliakov, 2011); and at the micro level, patterns have also been
observed in the situational contexts in which repeated online harass-
ment occurs (Moneva, Miro-Llinares, & Hart, 2020), and in metadata in
Twitter messages that contain hate speech (Miro-Llinares et al., 2018)
and that help identify social bots (Ferrara, Wang, Varol, Flammini, &
Galstyan, 2016). There are enough reasons to assume that defacements,
like other cybercrimes, also concentrate in space and time and follow
observable patterns. Identifying these patterns will allow preventive
resources to be deployed in the future to mitigate or reduce the impact of
defacements.

4. The present study

In this paper, we aim to empirically test whether the fundamental
premises of repeat victimization that apply to some crimes committed in
physical space (e.g. burglary, vandalism) are also observed for de-
facements in cyberspace. For this purpose, the four main premises of
repeat victimization have been selected and reformulated for the
cybercrime of website defacement.

The first premise states that “high crime rates and hot spots are as
they are substantially because of rates of repeat victimization” (Pease,
1998, p. v; see also Farrell & Pease, 2017, 2018). In his original work,
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Pease (1998) uses the word “substantial” to refer to the fact that repeat
victimization accounts for 68% of the total incidents on which the
property crime rate is calculated. In a review of 2007 and 2014 studies,
Farrell and Pease (2017) find a similar proportion of repeats for personal
larceny (58.3%) and robbery (63.9%), but the authors indicate that the
real figures are even bigger because they use survey data and surveys
under-estimate repeats. Estimates from the British Crime Survey indi-
cate that 30% of vandalism incidents affect repeat victims (see Weisel,
2005), a figure close to the 16-country average of 27.3% for car
vandalism repeats reported in the International Crime Victimization
Survey (Farrell et al., 2005). Thus, by adopting a very conservative
definition, we can define “substantial part of all defacements” as 50%,
and to analyze the variation in crime we can examine their distribution
over time. In this paper, we test whether a substantial share of all de-
facements and variation in defacements is due to repeat victimization.

The second premise states that “when victimization recurs it tends to
do so quickly” (Pease, 1998; see also; Bowers & Johnson, 2005; Farrell,
2005; Farrell & Pease, 1993; Johnson et al., 1997; Johnson & Bowers,
2004b). Normally, an interval of one year is used to assess repeat
victimization (e.g. Chainey, 2012; Farrell & Pease, 1993, 2017). Thus, to
determine whether repeat victimization occurs shortly after an initial
event, it is necessary to calculate how many domains were defaced more
than once within a one-year period. By adapting this premise to website
defacements, we test whether a repeat incident occurs shortly after a first
defacement event.

The third premise states that “repeated crimes are disproportionately
the work of prolific offenders” (Pease, 1998, p. vi; see also; Farrell &
Pease, 2017). In criminology, this type of Pareto Principle has been
studied for both offending and victimization through the analysis of
repeat events (Fagan & Mazerolle, 2011; Farrell & Pease, 2017; Pease,
1998), showing that a few victims suffer most crimes, and that a few
offenders commit most crimes.® So we expect to find similar results for
website defacements. However, since it can be argued that the type of
repeat defacement (i.e. mass or single) can influence the relationship
between the number of offenders and the percentage of defacements for
which they are responsible, such a distinction should be examined. The
reason would be that a single offender could direct mass defacements to
many domains, a considerable difference with respect to single deface-
ments—independent events that could only be directed against one
domain at a time. Additionally, total repeat victimization figures could
be biased by mass attacks directed to different extensions of the same
domain, which would be registered as repeats according to our meth-
odology. In this sense, we test whether the two types of repeat de-
facements are disproportionately the work of prolific defacers.

The fourth premise states that “a major reason for repetition is that
offenders take later advantage of opportunities which the first offense
throws up” (Pease, 1998, p. v; see also; Bernasco, 2008; Farrell, 2005;
Farrell & Pease, 1993; Lammers et al., 2015). This premise requires
examining how often the same domains are victimized by the same
defacers. In addition to this analysis, a distinction made according to the
motivation of the offenders seems appropriate, since recent research
suggests that ideologically-motivated defacers are more likely to engage
in repeat attacks (Holt, Lee, et al., 2020). For example, it would seem
logical that those offenders who have no apparent motive for defacing a
specific website are not obsessed with targeting the same website again.
But in the same way, it could be argued that those with a political
motivation or, especially, those who execute their attack for revenge
should have an interest in repeatedly directing their attack towards
specific targets. Therefore, we test whether a major reason for repeats is
that offenders repeatedly target domains they have defaced previously.

3 Originally, the Pareto Principle—also known as the 80/20 rule—served to
establish that about 80% of the results were due to about 20% of the causes.
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5. Materials and methods
5.1. Data

We use data from the Zone-H Defacement Archive (http://www.zo
ne-h.org/), a self-reported data source that the defacers themselves
supply with their activity. The Zone-H team collects, validates, stores
and maintains information about defacement incidents committed by
individuals or groups who record their own defacements under a nick-
name (for an overview of the database, see Romagna & Van den Hout,
2017). Among other variables, this dataset contains information about
the date on which defacers submit a request to register an attack, their
nickname, their motivation, the type of attack used for the defacement,
the URL of the defaced website, and whether the attack is a redeface-
ment of a previously registered domain. In our dataset, the time period
in which the defacement incidents are recorded extends from January 1,
2010 to April 4, 2017. After removing 85 records that had incorrectly
registered the URL of the defaced website or the type of attack recorded,
the dataset contains 9,117,268 registries representing unique de-
facements to 8,603,658 domains.

5.2. Measures

5.2.1. Repeat victimization: Repeat defacements

To measure repeat victimization, instead of relying on the rede-
facement variable in the archive,” we used the full URLs of the defaced
domains; that is, the protocol, the web domain, the path or extension,
and additional parameters. Using the stringr R package, we trimmed the
URLs of defaced websites with the following regular expression®

http : / /http: / /www\\.|https : //|https : / /www\\.|/[ : graph : |*

This removed all characters except the website domain. Then we
subsequently identified, aggregated, and stored unique domains in a
new variable. Thus, repeat victimized domains can be defined as those
that appear more than once in the data. By our own calculations we
found that repeat defacements represented 5.6% of all attacks, ranging
from 1 to 7 repeats.

It is important to note that the Zone-H administrators have estab-
lished a one-year restriction on the registration of incidents in order to
prevent domains from being massively revictimized because their
vulnerability is publicly displayed on Zone-H’s platform (Zone-H, per-
sonal communication, November 21, 2019). So, if a defacer wants to
register an attack on a revictimized domain, it is not possible until this
period has elapsed, which creates a one-year gap between potential
repeats. However, it seems that this restriction does not always work, as
some isolated incidents have been recorded within this interval.

The authors are aware that both these circumstances have obvious
implications for the phenomenon of repeat victimization explored in this
paper. However, to the best of the authors’ knowledge, Zone-H remains
the best public source of data for studying website defacements and it
continues to be valuable to explore patterns of repeat victimization.

5.2.2. Defacers’ motivation
When recording an attack, defacers must fill out a short form that

4 According to the data, 10.1% of the records are redefacements. However,
while inspecting the distribution of the variables that comprise the dataset, we
observed an inconsistency in the values of the redefacement variable. We found
that 3301 website domains that appeared more than once in the data (i.e. re-
peats) were not labelled as redefacements. In addition, we also found 409,183
domains that appeared just once in the data but were labelled as redefacements.
This may be due to these domains appearing in previous records that are not
part of our dataset.

5 Regular expressions are sequences of characters that create search patterns
in a given field, URLs in our case.
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includes a drop-down list of possible reasons that motivated the
defacement. Defacers can choose one of the following six categories: (1)
“Heh ... just for fun!“, (2) “as a challenge”, (3) “I just want to be the best
defacer”, (4) “political reasons”, (5) “patriotism”, and (6) “revenge
against that website”. Since some of these categories are not exclusive
and may overlap, we have proceeded to regroup them into four cate-
gories: “Fun” includes the first category; “challenge” includes the next
two; “politics” includes the fourth and fifth; and “revenge” remains
alone. Defacements performed for fun represent 54.8% of the records,
those executed as a challenge account for 23.4%, those perpetrated for
political reasons account for 9.4%, and those seeking revenge for 4.1%
(see also Holt, Leukfeldt, & Van De Weijer, 2020; van de Weijer, Holt, &
Leukfeldt, 2021). The motivation behind the remaining defacements is
unknown. Although data aggregation causes some loss of information,
we believe that the new categories are better delimited and facilitate the
interpretation of the results.

5.2.3. Type of attack: Single and mass defacements

Another variable that describes the nature of defacements is the type
of attack involved, which can be “single” or “mass”. As opposed to single
attacks, mass defacements represent attacks that target several websites
in a short interval of time. Single attacks account for 23.6% of de-
facements, compared to 76.4% for mass attacks.

5.3. Analytic strategy

Repeat victimization has been analyzed in the same consistent
manner over the past few decades (Farrell & Pease, 1993, 2017). “The
preferred way of analyzing repeat victimization is to establish a set
assessment period (usually twelve months), then identify initial
victimization of each unique target and determine whether the target
was re-victimized in the assessment period following that initial
victimization” (Chainey, 2012, p. 1). This strategy, known as the rolling
period methodology, is also followed in the present paper with a slight
modification. Since Zone-H restricts registrations of defacements of the
same website within a one-year period, we were not able to maintain a
one-year period to assess whether repeat victimization exists. Thus, the
analyses were carried out looking at the whole time series to observe
whether there is repeat victimization regardless of the time period, and
to understand its complete scope.

In addition, our third premise requires analyzing the extent to which
repeat defacements are concentrated among the defacers in our sample.
To that end, we used Fox and Tracy’s (1988) coefficient to measure
skewness in offense distributions.® This measure facilitates comparison
of the results with those obtained from other studies.

Data transformation, string manipulation, and data visualization
were executed using the tidyverse R package version 1.2.1 (Wickham,
2017) in RStudio version 1.2.5001 for the R free software version 3.6.1.
Data transformation involved: Reshaping data to change its layout;
summarizing, grouping, and manipulating cases to return new values;
manipulating variables by extracting them or making new ones; and
combining data tables. String manipulation was essential in our analyses
as it allowed us to define, by means of regular expressions, a new unit of
analysis for repeat victimization: web domains. Regarding data visual-
ization we used a staircase or step chart to visualize the results for the
first premise, bar charts to compare the results obtained to explore the
second premise, and histograms to show the distribution of repeat
victimization for premises three and four. Due to the extremely skewed
distribution of the data, for some figures we used a transformed y-axis by
means of a log 19(x) to facilitate their visualization. Some charts include

6 By formula, « =23 Pny g% + cPokHE — 1, where Pny is the proportionate
size of our sample of defacers with exactly k offenses; Poy is the proportion of
defacements executed by defacers with exactly k defacements, and cPoy, is the
proportion of the defacements executed by defacers with at least k+ 1 offenses.
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annotations.
6. Findings

This first premise requires calculating which share of total recorded
defacements corresponds to repeats, as shown in Fig. 1. Because 2010 is
the initial year—and there is a one-year gap in repeat victim-
ization—and 2017 only contains data for the first four months, we
omitted these two years from the data and found that repeats per year
only represented a mean of 7.1% of total defacements (SD = 3.3) with a
minimum of 2.3% in 2011 and a maximum of 11.1% in 2016.” Next, a
Pearson correlation test was conducted to assess the relationship be-
tween total and repeat counts of defacements using aggregate figures per
month. We found a very weak non-significant relationship between the
two figures (r(70) = 0.072, p = 0.545) showing that the contribution of
repeat defacements to the annual variation in the crime rate was mini-
mal. For the same Figure with an unmodified y-axis see Appendix A
(Figure A. 1).

To test the second premise following the rolling period methodology,
repeat victimization sequences were identified and a number was
assigned based on their order (i.e. 1st victimization, 2nd victimization,
etc.). Next, the distribution of repeats was analyzed to calculate the
amount of time between the intervals (Table 1). This revealed that the
mean (weighted) time interval between repeat victimizations was 670.4
days. Although the mean duration between the first defacement and the
first repeat victimization was almost 690 days, this figure decreased
after each repeat. This seems to be influenced by those defacements that
were recorded on the same day as the original victimization causing a
reduction in the mean value. Considering the highly skewed distribution
of the repeats, it is worthwhile to highlight the figures corresponding to
the first quartile, which are consistently around a year in every interval
after the first repeat victimization.

Fig. 2 serves to illustrate that these patterns were still visible even
after several years, although with each victimization that occurred the
number of repeats was lower. Note that Fig. 2 displays a modified y-axis
to visualize this otherwise unnoticeable pattern. For the same
Figure with an unmodified y-axis see Appendix B (Figure B. 1).

There were 66,648 defacers responsible for 9,117,268 defacements.
Of these, 30,935 (46.4%) defacers only executed one attack, suggesting
that clustering exists. However, while most defacers performed few at-
tacks, others launched many (Min = 1; Q1 = 1; Mdn = 2; 3Q = 9; Max =
303,442; M = 136.8; SD = 2764.7). And there were others who
concentrated their attacks on the same website domains; specifically,
17,026 defacers did so, committing 513,610 repeats. To test our third
premise, we analyzed what percentage of these repeats were carried out
by a particular percentage of offenders.

The results in Fig. 3 show that 1% of redefacers committed 57.8% of
repeat defacements, and that 50% of redefacers committed 98.2% of
repeat defacements. Fox and Tracy’s (1988) measure for skewness
shows a very high concentration of repeat defacements among defacers
(o0 = 0.906). The same distribution was also examined according to the
type of attack, whether single or mass. As illustrated in Fig. 3, this
distinction shows that single attacks (o« = 0.881) were slightly more
concentrated per offender than mass attacks (o« = 0.877). Regardless of
the type of attack, 1% of redefacers were responsible for more than 46%
of repeat defacements, and 50% of redefacers for more than 96% of
repeat defacements. A detailed data table can be found in Appendix C
(Table C. 1).

After grouping all defacements by offender, the analysis shows that
offenders rarely defaced the same domains that they had previously
defaced; in fact, this only occurred 0.3% of the time (Table 2). When

7 We repeated the analysis including all data points and obtained a slightly
lower proportion of repeats of 6.3% (SD = 3.7), with a minimum of 0.2% in
2010, and a maximum of 11.1% in 2016.
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Fig. 1. Distribution of repeat defacements to total defacements. The Figure displays a transformed y-axis by means of log 19(x). Histogram bins = 30.

Table 1
Time lapse between repeat victimization intervals.
Repeat victimization interval Repeats per interval Time in days between repeats
n % Min 1Q Mdn 3Q Max M SD
First 450,278 4.9 0.0 402.8 527.2 832.3 2638.4 689.6 408.0
Second 52,336 0.6 0.0 373.3 426.6 617.1 2347.2 548.9 275.1
Third 9054 0.1 0.0 369.0 390.2 493.2 1737.9 472.2 185.9
Fourth 1696 0.0 0.0 366.7 371.8 413.1 2283.7 421.5 127.8
Fifth 218 0.0 0.0 366.4 372.4 398.7 914.7 410.4 102.7
Sixth 26 0.0 0.0 366.2 366.2 378.5 459.3 364.7 78.2
Seventh 2 0.0 0.0 - - - 366.2 183.1 258.9
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Fig. 2. Repeat victimization time pattern for website defacements. The Figure displays a transformed y-axis by means of log 1o (x). Histogram binwidth = 7.
repeats are distinguished according to the motivation of the offenders, attacks against the same website.

the results show that most of the defacers who did it, did so for fun. To test the fourth premise, we analyzed whether the number of times
Interestingly, revenge-driven defacers committed the least repeat the same offenders attacked the same domains was a major reason for
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repeat victimization. This can be calculated as follows:

n repeats by the same offender to the same domain 31,841

~ 513,610

n total repeats

The results show that 6.2% of repeat victimization was due to the
same offenders defacing the same domains repeatedly.

7. Discussion

In line with criminological research that has explored the utility of
environmental criminology theories to understand cybercrime (Bossler,
2020; Holt & Bossler, 2017; Mir6-Llinares & Moneva, 2019), this paper
draws on a unique database containing millions of self-reported cases to
test whether the main premises of repeat victimization of traditional
crimes also apply to website defacements. After noting that the phe-
nomenon of repeat victimization was also observed for this particular
cybercrime, we examined: Whether it constituted a substantial fraction
of crime rates and their variation over time, whether it occurred shortly
after the first incident, whether a few defacers were responsible for most
repeats, and whether this was largely due to the same offenders defacing
the same domain over again. The results suggest that some of the
traditional premises of repeat victimization could also be valid in the
case of website defacements.

Firstly, we observed that, despite the fact that Zone-H does not
register defacements on the same domain within one-year after the first
defacement, the contribution of repeat events to the total website
defacement rate was still relevant. However, the volume it represented is

Table 2
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minimal compared to that observed for traditional property crimes.
While repeats represented 63.9% of robberies, 58.3% of personal lar-
ceny (Farrell & Pease, 2017), 30% of vandalism incidents (Weisel,
2005), and an average of 27.3% of car vandalism (Farrell et al., 2005),
repeat defacements represented a mean of 7.1% between 2011 and 2016
in our data. The most likely explanation for this large discrepancy is that
repeat victimization patterns observed in Zone-H are limited by the
one-year time interval after the original incident for a phenomenon that
is essentially characterized by being temporarily concentrated shortly
after the first event (Bowers & Johnson, 2005; Farrell, 2005; Farrell &
Pease, 1993; Johnson & Bowers, 2004b; Johnson et al., 1997; Pease,
1998). However, another explanation could be that repeated attacks are
mitigated by the rapid adoption of preventive measures by website
owners—a measure that cannot be implemented in physical space as
easily. Thus, while it is likely that the results are highly underestimating
the share of repeats, this premise is not supported by the Zone-H data.

Secondly, we observed that some website domains registered in
Zone-H suffered between 1 and 7 repeats after the initial defacement,
but the prevalence decreased exponentially after each repetition. Our
results also indicate that some repeat events were still recorded within
the one-year restricted registration period, suggesting that this measure
established by Zone-H has some flaws. Because of the large data set used
in this study, it was possible to detect patterns of repeat victimization
that might have gone unnoticed with less data. In this sense, even
though we cannot determine whether repeat victimization occurs
shortly after the first incident due to the one-year period established as a
restriction to record repeat attacks, the highly skewed distribution of the
data, with a number of redefacements shortly after the end of the one-
year restriction, suggests that a large volume of defacements would be
observed in that initial period if there were no such restriction. This
claim is reinforced by the results of a study on network attacks on
computer systems, in which researchers found that repeat victimization
was most likely to occur within the first week after a previous attack
(Moitra & Konda, 2004). Hence, crime prevention measures such as
cyber-attack detection systems should be specifically intensified imme-
diately after the first victimization so that they can have an effect on the
peak hours, when most events occur. Prevention efforts could also
benefit from enforcing guardianship by incorporating place managers
such as SSL security certificates and ensuring they do not expire to
prevent man-in-the-middle attacks.

Thirdly, while research on traditional crime shows that most offenses
are committed by few offenders, repeat cyber offenders seem to be more
prolific (van de Weijer, Holt, & Leukfeldt, 2021). This phenomenon was
observed when exploring the third premise and represents an exacer-
bation of the Pareto Principle identified in previous criminological
studies. For example, a cross-national comparative study in London and
Stockholm showed that about half of the offenses were committed by 2%
of the offenders (Farrington & Wikstrom, 1994), and using data from the
Philadelphia birth cohort, researchers found that 6% of young males in
the sample accounted for 52% of arrests (Fox & Tracy, 1988). In this
particular study, Fox and Tracy show that the concentration of offenses
was considerably high in the cohorts of 1945 (a = 0.816) and 1958 (o =

Frequency with which a domain has been victimized by the same offender and its motivation.

Number of times victimized by the same offender Any motivation For fun As a challenge Political reasons For revenge

n % n % N % n % n %
1 9,052,741 99.7 4,958,735 99.6 2,124,096 99.8 851,171 99.8 367,475 99.9
2 31,036 0.3 17,786 0.4 3537 0.2 1477 0.2 369 0.1
3 775 0.0 341 0.0 58 0.0 23 0.0 4 0.0
4 23 0.0 13 0.0 4 0.0 2 0.0 0 0.0
5+ 7 0.0 3 0.0 4 0.0 0 0.0 0 0.0

n
Note: Total defacements by any motivation = > i*a = 9,117,268; where i = number of times victimized, and a = frequency of victimization. Total defacements in the

i=m

dataset is greater than total motivations due to a small number of defacements being of unknown motivation.
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0.838). Compared to the alpha coefficients described by Fox and Tracy
(1988), the concentration of repeat offenses among defacers was even
higher, both in absolute terms (¢ = 0.906) and for each type of
defacement (single, a = 0.881; mass, o = 0.877).% Our results show that
1% of offenders accounted for over 57% of the repeat offenses. More-
over, when the repeat event was a single attack, these figures were
further accentuated, as 1% of defacers were responsible for 64% of
repeats.

Note that instead of analyzing which percentage of offenders com-
mits which percentage of crimes, in our study we examined how
repeated attacks were concentrated as a function of the percentage of
defacers. Looking at these figures, it is likely that defacements will be
even more concentrated if we consider all victimizations rather than just
repeats. It should also be noted that defacers registered in Zone-H may
not exclusively be individual offenders, but groups of offenders jointly
registering their attacks. Conversely, hackers may change their identity
by registering a new attack using an alternative nickname. In any case,
the concentration figures would probably vary. Considering all possible
scenarios, it is safe to claim that the concentration of crime perpetration
among a few prolific offenders is also observed for website defacements
Therefore, it is possible that focused deterrence strategies that have
served to reduce violent crime in physical space (Braga, Zimmerman,
et al., 2019; Kennedy, 2012) can be adapted to the particularities of
defacers to be effective in reducing the impact of repeats in this type of
cybercrime.

Lastly, our analysis shows that a few offenders returned to deface the
same domains even one year after their initial attack, regardless of their
motivation. It seems that the benefits obtained by these offenders from
the first attack were sufficient to again exploit the opportunities that
allowed the previous defacement. This suggests that the theoretical
rationale for repeat victimization based on the “boost” could still be
valid for website defacements. However, we also found that repeat de-
facements from the same offenders on the same domains contributed
little to the total ratio of repeats (6.2%) compared to burglaries (see
Bernasco, 2008; Lammers et al., 2015). So, although a few defacers were
responsible for a large part of repeat victimizations, these were not
concentrated within the same domains. Instead, because defacements
occurred on many different websites, it could be argued that their vul-
nerabilities are constant and can be exploited by any defacer. In fact,
hacking through known vulnerabilities is one of the most prevalent hack
modes used to deface websites (Holt, Leukfeldt, & Van De Weijer, 2020;
Romagna & Van den Hout, 2017). It would seem, therefore, that the
“flag” explanation could explain repeat defacements too. Nevertheless,
the one-year gap in the data might be a reason for the low number of
observed repeats that were also executed by the same offender. After a
year, defacer’s motivations may change: the political agenda may be
different, feelings of revenge may ease, and new challenges and sources
of fun other than website defacement can be found. In such cases, our
findings would be under-representing the phenomenon of repeated
victimization.

Finally, the adoption of situational crime prevention measures could
be a valid option for preventing defacements that has already been
explored for other cybercrimes (Hutchings & Holt, 2017; Leukfeldt &

8 An important difference between this study and those of Fox and Tracy
(1988), and Farrington and Wikstrom (1994), is that their samples also include
non-offenders. So, if 50% of their sample does not commit a crime, then 50% of
the offenders would be responsible for 100% of the crime. Since in our study we
calculated the concentration in a sample of offenders only, it is possible that our
figures are even underestimated in comparison.
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Jansen, 2020; Reyns, 2010). These measures would include target
hardening techniques such as patches for known vulnerabilities and
exploits that would help to prevent SQL injections. Such measures could
both discourage the boosted offender and reverse the flagged vulnera-
bility of website domains.

8. Conclusion

In this paper we tested four premises of repeat victimization on
website defacements from an environmental criminology perspective.
Our results show that repeat victimization contributes little to high
crime rates of defacement; that it occurred even several years after the
initial attack; that most repeat defacements were also committed by only
a few offenders; and that in only a few cases offenders repeatedly tar-
geted those domains that they had successfully defaced in the past.
These results suggest that some of the traditional premises of repeat
victimization may also apply to this type of cybercrime, thus advancing
the discipline in the field of criminological theory. This work also con-
tributes to crime prevention by uncovering distinct spatiotemporal
patterns of crime that can be tackled with appropriate resources and
strategies.

However, this work also has limitations. Although we used the
richest existing data source to study website defacements, Zone-H’s one-
year data recording restriction policy undermines understanding the full
extent of repeated victimization. Yet, even when random repeats were
not examined, the more than 9 million website defacements analyzed
reveal previously unstudied victimization patterns which are useful to
generate both basic knowledge about the phenomenon and applied
knowledge for prevention. Another aspect that must be interpreted with
caution is the defacers’ motivation. It should be noted that Zone-H re-
cords motivation categories that are neither mutually exclusive nor
exhaustive, and that such measure has not undergone empirical
validation.

In order to examine the application of criminological theories to
cybercrime, more research is needed that focuses on well-defined pre-
mises applied to specific cybercrimes. Since this paper presents an initial
assessment of repeat victimization, a possible course of action would be
an in-depth examination of the boost and flag explanations. This would
contribute to better understand why repeat victimization occurs in cyber
places. In order to assess the external validity of our findings, upcoming
studies should also seek to replicate the analyses presented here using
different sources of data, other types of cybercrime, and more infor-
mation about the victims and targets involved. Until we understand how
causal mechanisms work on a small scale, we will be unable to fully
grasp the bigger picture of the most complex theories.
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Appendices.

A. Additional information for the first premise
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Fig. A. 1. Distribution of repeat defacements to total defacements. Histogram bins = 30

B. Additional information for the second premise
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Fig. B. 1. Repeat victimization time pattern for website defacements. Histogram binwidth = 7
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C. Additional information for the third premise

Table C. 1
Percentage of offenders responsible for each type of defacement

Computers in Human Behavior 126 (2022) 106984

Percentage of offenders Repeat defacements

Total Single Mass

n % n % n %
1 297,062 57.8 126,920 64.0 145,436 46.1
2 346,187 67.4 139,796 70.5 181,728 57.6

410,351 79.9 157,399 79.3 228,863 72.6
10 451,778 88.0 170,115 85.8 261,788 83.0
50 504,461 98.2 191,683 96.6 308,770 97.9
100 513,610 100.0 198,365 100.0 315,245 100.0

Appendix A. Supplementary data

Supplementary data to this article can be found online at https://doi.org/10.1016/j.chb.2021.106984.
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